Abstract: Spotlighted as an innovative information technology environment, ubiquitous computing has been actively researched on recently. Especially, domestic and global researches focus on the RFID system, which is being eyed to replace the existing bar-code system. As an essential technology for ubiquitous computing, the RFID system can be applied for various purposes. The security issues of the RFID system focus on how the low-priced tag type could have reasonable price competitiveness. The Auto-ID Center in the U.S. is spearheading the research on distribution service and omnidirectional security. As for Japan, the researches on omni-directional security and EPC application are necessary in securing the technology for ubiquitous computing with support from the Ministry of Public Management Home Affairs, Posts, and Telecommunication. In this paper, a method of ensuring the availability of the RFID system service will be presented based on the ubiquitous computing environment with the existing omni-directional security and user-friendly interface. While the existing researches focus on the RF reader system and tag-based security, this paper's suggestion also considers the availability of a service to suggest ways of increasing the practical usage of a low-priced RF tag.
Introduction
The ubiquitous network environment features a network that finds user-focused surrounding situations and environments intelligently, optimizes user network environments, and conveniently connects to the network. It also features a network that is free and safe to use contents. The ubiquitous network technologies include ubiquitous, flexible wide band, ubiquitous teleportation, ubiquitous agent, contents, appliances, ubiquitous platform, and ubiquitous sensor network. Among these technologies, the ubiquitous sensor network is the essential component that enables peripheral devices that is in close proximity to the user to communicate, and, thus, independently collect and manage necessary data.
RFID is the key technology of the ubiquitous network that enables exchange of data by remote detection, and recognition of the data through wireless communication. It can replace the existing bar code system, which is applied widely in off-line systems. Through this technology, many application services are available for individual and industrial users as well. Many R&D activities have been conducted recently.
However, among existing RFID studies, the study on security has been focused on the security between the RF reader and the RFID tag. This means that security vulnerability may occur due to the characteristics of the tag itself when both individual and industrial users avail of services that use the RFID tag [2] [4] .
Thus, the necessity of the RFID system and its security will be described in Section 2 of this paper. The analysis on the security vulnerability of the existing RFID system will be performed, and the security requirements that can ensure the availability of the services that were not considered in the existing system will be presented in Section 3. The service availability ensuring scheme of the RFID system that satisfies the security requirements suggested in Section 3 will be proposed in Section 4. The proposed scheme will be analyzed in Section 5, and the conclusion will be described in Section 6.
Analysis of the RFID System
Under this system, the overview of the RFID system and the necessity for security will be described.
Overview of the RFID System
RFID is the wireless communication system that consists of the RF reader, which performs read and recode functions, and RF tags, which provide data to the system. RFID is the system that tags the identification data for individuals, vehicles, freights, etc. By decoding the tagged data through a wireless communication medium without touching it, various applications that have been performed offline previously can now be automated.
The RFID system utilizes the concept of 'the Internet of Things'. This concept provides services to detect tagged items from a distance in real-time through the Internet, or a network similar to the Internet. Therefore, we can predict from it that newer use of Internet will be possible.
Therefore, more than a few billion effective RFID tags and wireless networks will be required every year, and newer software and bar codes or a similar system that can deal with many items may be required, leading to supporting more applications [1] .
Necessity of security for the RFID system
The RF tag has a physical function that is considered most unrealistic in terms of security. Especially, in the case of competitive price tags, there are limitations in the application of various security services. Therefore, the tag shall be able to send and receive data from any reader, and maintain the security for sending and receiving data and safety against various attacks through limited access to unauthorized attackers hovering between the tag and the reader. The problems in the existing RFID system are mainly the security of the data received and sent from the RF tag, and user authentication and privacy protection. In case of security services for the data received and sent from the RFID tag, there is a limitation in the application of various security services due to the characteristics of the RFID tag. Therefore, the service to supplement exposure or change the transmitted data is required. The second problem is user authentication and privacy protection. If the competitively priced RFID tag replaces the existing bar code system, the attacker can easily obtain the user's privacy information, and illegally access the user's privacy data. The related study deals with the availability of the service. The availability of the service is a requirement that must be provided together with the security service when the Ubiquitous computing environment is established, but it was not considered in existing studies. If availability were not ensured, the security service that would address existing problems would be meaningless even though the security service is provided, due to the physical limitation of the RFID tag [1] [2].
Analysis of the RFID System Analysis on RFID Related Studies and Security Requirements
In this section, the security vulnerability of the existing studies for the RFID system will be analyzed, and security requirements for RFID will be presented to ensure the availability of the service
The existing studies regarding the RFID systems
The studies related to the tag-based RFID are recently getting more attention in relation to ubiquitous computing, and the representative scheme in the existing study is the MIT Auto-ID center scheme. In the auto-ID center, the protocol in providing the security service by using the Hash function is suggested, and the study in which this is applied is underway.
(a) Hash Lock Scheme: This is the scheme suggested by MIT, and considers lowest price. Each individual is considered to have the Hash function, and the procedures are as follows. First, the RF reader transmits key K to each RFID tag, respectively, and the RFID tag calculates the Meta ID. (Meta ID = Hash (K)) The tag transmits the request message for ID access, and the Meta ID is transmitted as a response to that request. The reader verifies the message, considering relevancy between the pre-allocated key and the Meta ID, and transmits the response to the RFID tag if the verification process is cleared. In this scheme, the authentication process is performed through just the consent given to the transmitted data and the transmission of the ID from the reader [1] .
The MIT scheme is restricted to the applicable scheme with competitive pricing through the low-cost and fixed Meta ID, but the tag can be attacked when the Meta ID is opened. Slight differences may exist, depending on the operating system and the requirements, though the Meta ID should not be fixed.
(b) Randomized Hash Lock Scheme: This is the scheme suggested by MIT, and is an expanded Lock type. This scheme assumes that the RFID tag has safe Hash functions and a random generator, which is different from the existing scheme. Each tag generates a random number, and generates a safe Hash value by using generated random numbers as input values. (r and ID. C=H(ID||r)). The tag transmits C and r to the RF reader.
The reader transmits the received data to the backward database. The database stores received r and corresponding ID, respectively, through the Hash function. The database verifies the C and the ID through relevancy [5] .
This scheme is difficult to track since the output information of the RFID tag is changed in every access. However, this scheme provides tracking information on the location of the RFID tag. Especially, if it is related with the secret information of the tag, it cannot be satisfied with forward security. Additionally, the Hash function may be applied to the competitive price tag, but is actually impossible in case of the pseudo-random number generator.
RFID system security requirements
Several technical problems should be considered beforehand in line with the security of the RFID system. The first one is the problem related with ACIN (Authentication, Confidentiality, Integrity, and Non-repudiation), and is the problem in initial authentication. Many studies have been conducted regarding authentication. However, the purpose of the existing studies was focused on safe authentication, and the anonymity of the ID was not considered. Therefore, anonymity should be provided through various changes in the ID. However, if ubicomputing were focused on the user in order to provide the service in an actual RFID system, it would be very vulnerable to various attacks due to the characteristics of the RFID. Therefore, despite the problem that is unrealistic, existing studies used various security algorithms to maintain safety against attacks. This paper will propose three security requirements that focus on availability in order to solve potential problems in case the service is not provided due to attacks or the physical failure of the established RFID system, rather than using various applications to enhance security.
-Forward channel security: Forward security is required to generate and provide the service through secure communication between the RFID tag and the RF reader. This is because the attacker can prey on the various information transmitted or received from the RFID tag. -Secure status acquisition technology: When constructing the RFID-based network, a safe service acquisition process is required to know the status of all RFID tags. This must be performed by checking the current status of all tags in the RFID system in order to ensure the availability of the service against potential physical failure that may happen during DoS attacks or during the construction of the RFID system. -Availability: When constructing the RFID system, failure in hardware or software may occur due to deliberate action or not. Therefore, if the RFID tag cannot provide service due to attacks or physical failure during the construction of the system, the availability of the RFID system should be provided to restore the service promptly.
Proposed Scheme
This section will propose the scheme to ensure the availability of service in the RFID system. The proposed scheme is aimed at providing the service based on the priority of the message, instead of tags that cannot provide the service by the attacker such as DoS (Denial of Service) when the network is established through the service setting of the RF tag and the anonymity ID setting process, after initial authentication is performed.
Assumptions
The assumptions made to propose the scheme to ensure the service availability of the RFID system are as follows:
① RF tag conducts safe Hash function and XOR operation through passive tags. ② RFID tag and backward server exchanges key beforehand safely. ③ The backward host server can provide all services provided by RFID tags. ④ The backward host server defines the priority among service messages provided by RFID according to the policy priority given to the message, as shown in Table 1 . 
System coefficients
The system coefficients needed to propose the scheme to ensure the service availability of the RFID system are as follows:
- 
Protocol
The scheme to ensure the service availability of the RFID system consists of 1) initial authentication protocol, 2) service setting of the RF tag and the anonymity ID setting protocol, and 3) service availability guarantee protocol. The details of the service availability guarantee protocol are also shown below.
Initial authentication protocol
Initial authentication protocol performs the RF authentication protocol that provides forward security through communication between the reader and the RF tag.
① The RFID reader transmits the initial query message to the RF tag. ② The RF tag generates MID by using the initial reader and the key that is allocated beforehand and stored, and transmits it to the RF reader.
( ) MID H K =
③ The RF reader transmits the received MID and RID, the ID of the RF reader, to the backward database server. ④ The backward database server stores received MID and RID in the corresponding table, and calculates and transmits H R , V , HID to the reader.
⑤ The RF reader identifies HID and transmits RFID to the RF tag together with H R that is received from the backward database server. ⑥ The RF tag generates T h by using, H R , that is received from the RF reader, and transmits it to the RF reader together with the RFID.
( )
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⑦ The RF reader transmits the RFID of the RFID tag to the backward database server, and the initial authentication process is performed.
Service setting of the RF tag and the anonymity ID setting protocol
The service setting of the RF tag and the anonymity ID setting process performs service setting for the RF tag and the anonymity ID setting protocol that has completed the initial authentication process.
① The RF reader transmits the query message to the RFID tag. ② The RFID tag that has completed the initial authentication process generates the following response message against the query message for the service setting, and transmits M, RFID, and Fig. 1 shows the initial authentication protocol, the service setting of the tag, and the anonymity ID setting process. Fig. 1 . The initial authentication protocol, and the anonymity ID setting process.
Service availability guarantee protocol
In order to establish the network in the RFID system, and to receive the service based on it, the following detail protocol shall be performed.
① The RF reader transmits the initial query message to the RFID tag. ② The RFID tag calculates and transmits Y together with the service message, M, to the RF reader.
③ The RF reader extracts RFID' from Y that was received from the RFID tag to verify the anonymity ID, and provide the service by transmitting RID and X to the backward database server if the verification process is cleared.
However, the RF tag is very vulnerable to various denial of service or power consumption attacks due to the characteristics of the network construction. Therefore, if the service is not available due to a denial of service attack or a power consumption attack, the detail protocol that will be used to provide the availability of service shall be performed as follows.
[Detail protocol of the service availability guarantee protocol]
① The RF reader transmits the initial query message to the RFID tag. ② The RF reader judges an RFID tag as being attacked through a denial of service or an effect on the power consumption if no response message is received from the RFID tag. The RF reader transmits the recovery message to ensure the availability of service to the backward database server, and broadcasts the request message for the X information to the entire network. RF Reader -> Backward Data Base Server : Recovery Service Request RF Reader -> Broadcasting Message ③ The RFID tags calculate X and Z as follows, and transmits them together with the current service message, M, to the RF reader.
RFID , the registered anonymity ID for RFID tags, and transmits the X and Z lists and the RFID of the RFID tag, of which service is paralyzed by the illegal attacker, to the backward database server if the verification process is cleared. ⑤ The backward database service extracts i X of the RFID tag, which has been affected by the attacker, from the table of the stored data, and transmits i X and HID of the RFID tag, of which message level is the lowest when compared to the priority of M, the message of the affected tag, to the RF reader. ⑥ The RF reader transmits the message of the RFID tag that has been affected by the attacker to the RFID tag that has the lowest level of service, so as to provide higher message priority.
( || )
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The RF reader updates the stored anonymity ID list and the corresponding X list, while the backward database server performs the service to ensure the consistent availability of service by updating the X and Z lists. The process above is shown in Fig. 2.   Fig. 2 . Service availability guarantee protocol.
Analysis of the Proposed Scheme
In this section, the difference from the existing scheme and its security characteristics will be described through the security analysis for the proposed scheme. The proposed scheme has the following degree of effectiveness as well as the security requirements described in Section 3.
Security Analysis
The proposed scheme satisfies the following for security services against potential attacks to the system.
-Forward channel security: The proposed scheme can ensure anonymity throughout the use of the RFID, which has been a problem in the existing scheme. That means that the attacker cannot obtain relevancy between the opened RFID and the anonymous RFID, and thus, the attacker cannot obtain the tag ID and the data transmitted to the backward host server. -Secure status acquisition technology: In order to acquire the status for all RFID tags that are included in the RFID system, the proposed scheme used K, X(= RFID' ⊕ Z), and Z(= H(Key ⊕ H R )) keys that have been allocated beforehand. Z is generated based on the key K, which has been used during the initial allocation of the RFID tag, and R, a random number that was generated and allocated from the backward host server. X is generated based on the anonymous ID of the RF tag and X. This proposed more realistic security type by suggesting the operation scheme which enables the XOR operation in lieu of a random number generator, which is suggested as impossible for the competitively priced RFID tag in the existing scheme. -Availability: The proposed scheme satisfies the availability requirement for the service that has not been considered in the existing scheme. This ensures the availability of the service message by transmitting message M and the corresponding j RFID that can provide the service for the tags, of which service is interrupted by an attacker or is paralyzed by physical failure, through the X and Z lists based on the Hash value, which is generated from the RF tag during the status acquisition process for various RF tags, and the random value, R, which is generated from the backward host server.
Effective Analysis
When compared with the existing scheme, the proposed scheme requires two operations, the safe Hash function operation and the XOR operation. It provides the required degree of effectiveness to maintain the proper level of safety that will be applied to the competitively priced RFID tag, compared to the existing scheme. This may provide lower efficiency when compared with the scheme that uses only the Hash function considered in a) of Section 3.1. Nevertheless, the proposed scheme provides various types of security services that were not considered in a) of Section 3.1. Also, when compared with b) of Section 3.1, the proposed scheme is more realistic for the low price tag by performing the XOR operation in lieu of an unrealistic random number generator. Therefore, the proposed scheme is considered to be more realistic, and has a higher degree of effectiveness when compared with the scheme in b) of Section 3.1.
Conclusion
A study on the safe availability guarantee scheme was performed in this paper, based on RFID among wireless communication technologies for which various studies and commercial development are being made for the application of ubiquitous computing technologies, a nextgeneration IT-based environment. Specifically, wireless communication technology is necessarily required to build a user-oriented network, such as an ubiquitous computing environment, and security technology is necessarily required to protect the privacy of the users. However, the proposed scheme can remain vulnerable in various attacks, such as protocol modification attacks, physical attacks, and other types of network attacks. Therefore, a study for the authentication method for the security service of the RFID tag, as well as for complementary issues against various security threats, should be performed consistently in future studies.
